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AN ORIGINAL ELECTRONIC RECORD IS TRANSMITTED TO 
AND RECEIVED IN THE REPOSITORY 



A UNIQUE AUTHORITATIVE ELECTRONIC RECORD IS 
CREATED AND STORED WITHIN THE REPOSITORY 



THE REPOSITORY RECEIVES A REQUEST TO REVIEW 
AND OPTIONALLY SIGN THE AUTHORITATIVE 
ELECTRONIC RECORD 



A COMPLEMENT OF THE PROPER SUBSET OF THE 
AUTHORITATIVE ELECTRONIC RECORD IS GENERATED 
IN THE REPOSITORY 



THE COMPLEMENT OF THE PROPER SUBSET IS 
TRANSMITTED TO AND RECEIVED IN THE REMOTE 
LOCATION 



THE COMPLEMENT OF THE PROPER SUBSET OF THE 
AUTHORITATIVE ELECTRONIC RECORD IS DISPLAYED AT 
THE REMOTE LOCATION 



IF THE POTENTIAL SIGNATORY CHOOSES TO DIGITALLY 
SIGN THE AUTHORITATIVE ELECTRONIC RECORD, THE 
REPOSITORY REQUESTS A PARTIAL MESSAGE DIGEST 
OF THE AUTHORITATIVE ELECTRONIC RECORD FROM 
THE REPOSITORY 



A PARTIAL MESSAGE DIGEST OF THE AUTHORITATIVE 

ELECTRONIC RECORD IS GENERATED IN THE 
REPOSITORY AND TRANSMITTED TO AND RECEIVED IN 
THE REMOTE LOCATION 



IF THE POTENTIAL SIGNATORY DIGITALLY SIGNS THE 
AUTHORITATIVE ELECTRONIC RECORD, A MESSAGE 
DIGEST IS COMPUTED, AND AT LEAST SOME DIGITAL 
SIGNATURE INFORMATION IS GENERATED 





THE DIGITAL SIGNATURE INFORMATION IS NOT 
INCLUDED IN THE AUTHORITATIVE ELECTRONIC 
RECORD 



THE AUTHORITATIVE ELECTRONIC RECORD IN THE 
REPOSITORY IS AMENDED TO INCLUDE THE VALID 
DIGITAL SIGNATURE INFORMATION 
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AN ORIGINAL ELECTRONIC RECORD IS 
TRANSMITTED FROM A REMOTE LOCATION TO 
THE REPOSITORY AND RECEIVED IN THE 
REPOSITORY 



AT LEAST SOME FIRST RECEIPT INFORMATION 
IS GENERATED IN THE REPOSITORY 



THE FIRST RECEIPT INFORMATION IS 
PREPENDED AT A BEGINNING PORTION OF 
THE ORIGINAL ELECTRONIC RECORD 



AT LEAST SOME FIRST IDENTIFYING 
INFORMATION IS GENERATED IN THE 
REPOSITORY 



THE FIRST IDENTIFYING INFORMATION IS 
APPENDED AT AN END PORTION OF THE 
ORIGINAL ELECTRONIC RECORD 



THE ORIGINAL ELECTRONIC RECORD IS 
STORED IN THE REPOSITORY WITH THE 
PREPENDED FIRST RECEIPT INFORMATION 
AND THE APPENDED FIRST IDENTIFYING 
INFORMATION AS AN AUTHORITATIVE 
ELECTRONIC RECORD 
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THE REPOSITORY RECEIVES A REQUEST TO 

REVIEW AND OPTIONALLY SIGN THE 
AUTHORITATIVE ELECTRONIC RECORD, AT A 
REMOTE LOCATION 
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A COMPLEMENT OF THE PROPER SUBSET OF THE 
AUTHORITATIVE ELECTRONIC RECORD IS 
GENERATED IN THE REPOSITORY 



THE COMPLEMENT OF THE PROPER SUBSET IS 
TRANSMITTED TO AND RECEIVED BY THE REMOTE 
LOCATION 



THE COMPLEMENT OF THE PROPER SUBSET OF THE 
AUTHORITATIVE ELECTRONIC RECORD IS 
DISPLAYED AT THE REMOTE LOCATION 
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iF THE POTENTIAL SIGNATORY WISHES TO 
DIGITALLY SIGN THE AUTHORITATIVE ELECTRONIC 

RECORD. THE REMOTE LOCATION REQUESTS 
ADDITIONAL INFORMATION FROM THE REPOSITORY 
TO COMPUTE A MESSAGE DIGEST AT THE REMOTE 
LOCATION 



THE REPOSITORY RECEIVES THE REQUEST FOR 
ADDITIONAL INFORMATION 



THE REPOSITORY GENERATES A PARTIAL MESSAGE 
DIGEST BASED ON A PROPER SUBSET OF THE 
AUTHORITATIVE ELECTRONIC RECORD 



THE REPOSITORY TRANSMITS AND THE REMOTE 
LOCATION RECEIVES THE PARTIAL MESSAGE 
DIGEST 



SOFTWARE AT THE REMOTE LOCATION COMPUTES 

THE COMPLETE MESSAGE DIGEST USING THE 
PARTIAL MESSAGE DIGEST AND THE COMPLEMENT 
OF THE PROPER SUBSET OF THE AUTHORITATIVE 
ELECTRONIC RECORD 



THE POTENTIAL SIGNATORY USES HIS OR HER 
PRIVATE KEY TO GENERATE DIGITAL SIGNATURE 
INFORMATION 



THE DIGITAL SIGNATURE INFORMATION, TOGETHER 
WITH ANY ADDITIONAL INFORMATION AND/OR 
ENCRYPTION INFORMATION IS TRANSMITTED TO 
AND RECEIVED IN THE REPOSITORY TO BE 
VALIDATED 
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THE VALID DIGITAL SIGNATURE 
INFORMATION IS PREPENDED TO THE 
BEGINNING OF THE AUTHORITATIVE 
ELECTRONIC RECORD IN THE REPOSITORY 



SECOND IDENTIFYING INFORMATION IS 

APPENDED TO THE END OF THE 
AUTHORITATIVE ELECTRONIC RECORD 



SECOND RECEIPT INFORMATION IS 

GENERATED IN THE REPOSITORY 



THE SECOND RECEIPT INFORMATION IS 
PREPENDED AT A BEGINNING PORTION OF 
THE SIGNED AUTHORITATIVE ELECTRONIC 
RECORD 



THIRD IDENTIFYING INFORMATION IS 
GENERATED IN THE REPOSITORY 



THE THIRD IDENTIFYING INFORMATION IS 
APPENDED AT AN END PORTION OF THE 
SIGNED AUTHORITATIVE ELECTRONIC 
RECORD 



HI 



THE AUTHORITATIVE ELECTRONIC RECORD 
IN THE REPOSITORY IS AMENDED TO 
INCLUDE THE VALID DIGITAL SIGNATURE 
INFORMATION 
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